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About

e Katie aka InsiderPhD

e Hacker and YouTuber
e Specialise in APls
e Used to make them now | break them

* Tons of videos on API hacking if you
Everything AP want to learn more

M T oo R Enmeron * This is a short talk to inspire you to

i —r try out APl hacking and talk about
TR — ] 0 o e some of the bugs you should look

ot I
for!
Finding Your First Bug: Manual IDOR Hunting

. i o &
rsemoncons e [ — * | have demos, tools, more bugs on
peoples to create a playlist of API hacking HUNTIN
knowledge! J YO u Tu b e

* but these are 30mins — 1hr long!

Finding Your First Bug: Finding Bugs Using APIs

FINDING YOUR FIRST BUG "
J— nsiderPhD - 85K views - 3 years ago
= FINDING BUGS >

USING APV 4

P Ap| hacking for the Actually Pretty Inexperienced ha

FINDING YOUR FIRST BUG

FINDING BUGS
USING APIS




Why APls?




Pick the right target

 Large API attack surface but not
enterprise

* Yahoo - lots of functionality all
use APIs

* Tumblr — big monolithic API

* Don’t attack something with a
small surface area
* You need to find niche features

* Mobile app + Desktop app

Membership

In Scope

e https:// n.yahoo.com

e https:




Recon

* Don’t overcomplicate it

= Try and f|nd 'a rely used featu Fes vulnerabilityscanner.go Subdomainfinder.sh
. fuzzer cve-xxxx-xxxx.sh
in the app 3different g yescanner
. proxy interceptors
* Go into hamburger menus G
* Do unexpected things 7N ————
* Pay money for more access — T

depends on how expensive

* You don’t need anything other
than Burp!
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Read JSON

"squadName': “Super hero squad",
“homeTown": “Metro City",
“formed": 2016,

"secretBase": "Super tower™”,
“active': true,
“menbers": [
{
“name": "Molecule Man",
“age": 29,
“secretIdentity": "Dan Jukes",
“powers": [

"Radiation resistance”,
“Turning tiny",
“Radiation blast"

1
+
{
“name": “Madame Uppercut',
“age": 39,
"secretIdentity": "Jane Wilson",
"powers'": [
“Million tonne punch®,
“Damage resistance",
“Superhuman reflexes"
1
¥
{

“name*: “Eternal Flane"”,
"age": 1009000,
“secretIdentity': "Unknown",
“powers": [
“Immortality",
"Heat Immunity",
“Inferno",
“"Teleportation",
"Interdimensional travel"”

squadName: "Super hero squad"
homeTown: “"Metro City”
formed: 2016

secretBase: "Super tower"
active: true

members

(3)

(<=

name: “Molecule Man"
age: 29 »  powers (3)
secretIdentity: "Dan Jukes®

name: “"Madame Uppercut”
age: 39 L powers (3)
secretIdentity: "Jane Wilson" |

name: "Eternal Flame"
age: 1000000 1  powers (5)
secretIdentity: “Unknown"

&

Radiation resistance

Turning tiny

Radiation blast

Million tonne punch

Damage resistance

Superhuman reflexes

Immortality

Heat Immunity

Inferno

Teleportation

Interdimensional travel



Making requests

HTTP server
(GraphQL API)

HTTP requests HTTP responses

Raw Pr Raw H [

Method: POST Content-Type: application/json
URL: https://api.com/graphql
Content-Type: application/json

GET /api/user?id=1
Ilidll: 1'
"name": "userl"

Body:
{

GET
/api/address?user_id=1 "street": "Sesame street"
"city": "New York City"

The GraphQL query is sent as a sting The response object is inside the data
inside a JSON object. key.

HTTP client
e.g: web/mobile app)

REST API calls




Notes will help you make sense of a
complex API

Broken Object Broken Needs
Level Information  Function Level Priviledge Business Authenticati
Method APl endpoint Authorisation Disclosure Authorisation Escalation Logic Issues on?

GET /api/buildings X
GET /api/buildings/1 X
POST /api/buildings

PUT /api/buildings/1

DELETE /api/buildings/1




Issues to test for

e Cross user, Permission issues, Cross tenant

e Test a wider range of inputs

e Read the response, is it sensitive or user data?

e Very common especially with complex permission
hierarchies




Access Control

 Make 3 accounts —admin, regular
user 1, regular user 2 (and guest if
that’s separate)
* Note which requests/functions need

what permission levels — use a
spreadsheet if required

* Check and see if you can repeat the
request for an admin with a regular
user account — swap the cookies

* Test user/tenant access control in
the same way, can user 2 repeat
user 1s request and still affect user
17?

* |f testing tenants make sure you have
more users in different tenants

Level

Permission
Level
Number

Permissions

edit edit
edit search | create | edit update | delete [basic all
Iprofile |[posts post post post post users users

1000 2000 3000 4000

1001 1002 2001 2002 2003 3001 3002 4001

Limited
Administrator
Full
Administrator




Mass Assignment

. Request
Request Pretty Raw  Hex n =

Raw Hex 1-PUT Japi/deliveries/1 HTTP/2
LGET /api/deliveries HTTP/2 e 3 Sec-Ch-Ua: "Not A!Brand";v="24", "Chromium";v="110"
4 Sec-Ch-Ua-Mobile: 70
- esponse
3 Sec-Ch-Ua: "Not A(BI o . pow  he = | 5Sec-Ch-Ua-Platform: "mac0S"
4 Sec-Ch-Ua-Mobile: ?¢ 7 417p/2 200 ok 6 Upgrade-Insecure-Requests: 1
5 Sec-Ch-Ua-Platform: 2 Xx-Powered-By: PHP/8.0.28 7 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
6 = = 3 Cache-Control: no-cache, private AppleWebKit/537.36 (KHTML, like Gecko)
6 Upgrade-Insecure-Rec j 2che-tontrols no-cache, pr PP '
g 4 ~Type: application/json o .
7 User-Agent: Mozilla, 5 content-Length: 2194 . 2222:‘:“10"5481'178 Safari/537.36
- , 6Date: Thu, 16 Mar 2023 15:52:31 GMT > :
éﬁplewegliét65§‘7l.8§61_ 7 Server: LiteSpeed . text/html, application/xhtml+xml,application/xml;q=0.9,im
rome/110.0. o SXEIbEChiRTaed=0y: LlteSpesl age/avif, image/webp, image/apng,*/*;q=0.8,application/sig
8 Accept: _ 101 ned-exchange;v=b3;q=0.7
text/html,applicatic 9 Sec-Fetch-Site: none
age/avif, image/webp, "id"=%-d R oo . e 10 Sec-Fetch-Mode: navigate
S "created_at":"2022-03- :38:46.00 B 1 i - :
ned-exchange;v=b3;¢: “updated_at":"2022-03-04T13:38: 46.000000Z" 11 Sec-Fench-lisers 71
9 Sec-Fetch-Site: none¢ "user_id":"7" ;z 2ec—FetEh—D§st. documen(tj 0
i & : : 13 Accept-Encoding: gzip, deflate
1? gec Eeic:_ﬂOde: giv' ey 14 Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
ECrTREC ety | olll5 15 Content-Type: application/json

2 & ; “created_at":"2022-03-84T13:38: 46.0000007" ,
12 Sec-Fetch-Dest: doci "updated_at"; "2022-03-04T13: 38: 46.000000Z", Content-Length: 108

13 Accept-Encoding: gz: "yser_id":"9"

14 Accept-Language: en-

15 "id":3, “id":l,

16 "created_at":"2022-03-04T13:38:46.000000Z", "created_at'":"2022-03-04T13:38:46.0000002",

"updated_at":"2022-03-04T13:38:46.000000Z", "updated_at":"2022-03-04T13:38:46.000000Z",
"user_id":"10" “"yser id":"1"

"id":4,
"created_at":"2022-03-04T713:38:46.000000Z",
"updated_at":"2022-03-04T713:38:46.0000002",
"user_id":"6"




Information Disclosure

e READ THE JSON WHAT IS PERSONAL DA

* |SIT SENSITIVE? And what is the avwomaTon
impact of it?

e |[F YES REPORT IT

IDENTIFIED OR IDENTIFIABLE
Direct or indirectly e.q. You know me by name, direct, you
know me as “a Lawyer doing these graphics”, indirect

NATURAL PERSON

* Become familiar with things like
GDPR to make an argument for L
personal datal! Q 1 e

TO ONE OR MORE FACTORS
Include data that when combined with unigue identifiers
and other info create a profile and identify a person.




Business Logic Errors

* Walk through features of the
API, try and skip over steps
e E.g. skip the payment step

home = register =

—_— ®
e * Or try and put resources in odd
4 Sec-Ch-Ua: "(Not(A:Brand";v="8", "Chromium";v="98" States
5 Sec-Ch-Ua-Mobile: 70 - -
€ -A t: Mozilla/5.0 (Wind NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) ( h d th t
Bromaron.0.4750.01 Safari/sa7.3s MR RIS €.8. naving an order tnat IS

ec-Ch-Ua-Platform: "macOS"

cancelled but out for delivery

 Or try and place conflicting
0 matches access control rules
e E.g. a guest user that can edit their

email but can’t read their user
details




Input Sanitisation Issues

XSS Prevention Rules Summary

L]
. | {e a | |y CO l I | l I l O n O n ' I I O b I | e a p pS The following snippets of HTML demonstrate how to safely render untrusted data in a variety of

different contexts

Data Type Context Code Sample

* Check for the usual suspects e.g.

* Use the update request to add
the XSS payl oad oo e

SRC of NTR . only (Avoid the JavaScript Protocol to Open a
HREF n Vindow), Attribute encoder.
attribute

* Then view the payload on the T

encoding, Good design o

website directly — e
* If you see &lt; on the page it’s

Encoding, Avoid backslash encoding (\* or

o )

HTML {TML Body HTML Validation [JSoup, AntiSamy, HTML

not vulnerable

Sanitizer. )




Advice

* APl hacking is much more about volume than skills
* APIs take time to hack manually — it’s why they’re good for beginners

* You are going to find dupes — THAT’S OKAY dupes mean you were
GOOD ENOUGH you just weren’t FAST ENOUGH

* |'ve got a ton of dupes, so do most other hackers!

* Try and focus on doing things manually rather than automation
 Someone else has probably already automated it and has scaled it
e Automation will likely miss things, even semi automation like autorize

 Complex APIs are your friends — yes they are harder to learn and use
but less opportunity for dupes!



Thanks for listening ©

You can follow me @insiderphd on twitter or on youtube





